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About the company. Our benefits

ALGABAS was founded in 2008. Initially,
the companywas engaged in technical
securitysystemsand programming services

In 2009, ALGABAS was the first companyin Ukraine
tolaunch Adobe Connect for webinar.ua
successfully. Later, following the market needs, the
company's focus switched to thedevelopment and
sale of software

In 2017, based on BAS (1C),

ALGABAS started developing MES systems
and developed solutions for product
traceabilityat all production stages

ALGABAS has been trainedto develop
on the Diia.Engine platform. Two state
projects of high complexityhave been
successfullyimplemented

Qualification

Our team consists of project
managers, consultants, and

inimplementing large
projects

Integrated approach

programmers with experience

A singleintegrator for all
system blocks makes it
possible to reduce the cost
and shorten the time of
systemimplementation

Technologies

L
Project technologies based on

the best international standards.
High-qualitydocumentation allows us to
consider all business tasks and develop
a fully functionalsystem
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ALGABAS

Setup new
product Not a specialized A specialized

development solution solution

g Ukraine has developed a solution!

o, 7 Low-code platform

for developing and hosting
government registries

and digital public services




People-less
processes
business process
automation

Interfaces
standardization

@, for citizens
j interfaces
and public

officers

ALGABAS

Digital public
services
development,
and integration
tocitizen's

interfaces

puilders
\low ('_Ode
approach:
BPMS, puilding
plocks

We provide a scope of functionality to empower
quick and easy digital public service development
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Users/
Customers

Citizens
web-interface

Public
services

portal/app

ALGABAS

Digital public services
and registers

Unified
exchange
platforms (UXP)
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Administration
panel/tools

p &

mxr— Officials
API web-interface
Various API

for integration
with other systems

Administrators

~
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Public officers,
officials, registrant
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ALGABAS

Provide remote automatic
digital services (in complex
with citizeninterface)

Tobe a part of digital
andonline governmental
Services ecosystem

Easyto connectand
integrate existing IT systems
to provide new services

No needtorewrite
currentstate services

b
b
)
b

No human factors

Automatic processing
of requests from citizens
andissuance of results 24/7

Easyscaling forprocesses
andresources

Guaranteed protection
forall services based

onsecurityby design principles

NNV ANV AN
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ALGABAS

Changes and digitizes public services

Fast

Register
development

~1-2 months

Cheap
Low-Code approach
l' and business processes,

0.7 the cost of development
j and support is reduced

LY

®

Simple
Low-Code approach
(Designers of data
models/APIs/forms/
business processes)

Secure

Data is encrypted,
Data is digitally signed,
Scalability,

Load resistance

11



ALGABAS

Technical teams

Public officers

State d stat Development
structures and state team
employees
Registries
Citizens administration
team
Platform
Business administration
team

» & ®




6+ months

ALGABAS

Diia. Engine

from 2 months

Needto gatherateam
with teamlead,developerswith
different seniority depending
onscope of technologies

Simplified requirements for the
development team. The platform is
accessible to a wide range of technical
experts and simplifies the process of training
and developing on it

Need to write additional code
and systems

Easy to update previous services
due to the low-code approach

May include vendor
lock-inand license fee

Platform is based
on Open Source component
(No need license fee.
No vendor lock-in)

Build from scratch the
entire cybersecurity environment and
settings

Cybersecurityand IT infrastructure
scaling from «Box»

13



ALGABAS

It takes 1-2 months to develop the registry or services on platform

Preliminary Implementation/
. . Development . . .
Business analysis Commissioning
Data Business Registr Employee
model processes Form sé’,vicé’/ TRy i training

14
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It's easy Low requirements Rapid Low-Code
Eo get started for deyelopers de.velopmen.t No additional
ow entry Expensive developers Builders of business processes, .
threshold and architects forms, APl allowtoreduce the license payments
for new teams are not needed development processinfraction of The UA.Platform
the time is based on Open Source

components, so there are
no additional license
payments

Complex cost Easy to make Easy to administer

reducing changes and support

It is possible to put Changesin regulatory Allthe technologies used

many registrieson documentscanbe are standard and common,

one instance of the transferred there are plenty of such

Platform to the work registerswiftly experts



ALGABAS

All the necessary components out of the "Box"

£2 '

Business process Factory Applicant Official's GIS
management data interface interface module

Reporting

(o] GOV IWEY

id.gov.ua Logging Backup Role model

Secrets Scaling Monitoring Encryption Message
management queues 16
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ALGABAS

Modern Low-Code Builders User Data
technology stack approach accounts encryption

Data isolation Open Cloud or
from the Source hardware
administrator components

19



ALGABAS

PLATFORM SECURITY

PRINCIPLES

¢

Officials do not have direct
access to citizens' information

Officials do not have direct accesstothedata
tables.They can operate dataonly
using permitted business processes

Easy scalability and
resistance to loads

Horizontal scaling allows response to changes
in load

Digital signature and Changes logs

All entered or modified in the system data is
signed with a digital signature, and such
changes are registered

DATA ENCRYPTION
Encryption during datatransfer. The storageis encrypted.A
secure dataexchange bus

CNCF COMPONENTS
The platformcomponents meet all the requirements
set for modern cloud services

EXTERNAL STORAGE OF LOGS AND BACKUPS
Logsand backupscanbe stored
in a separate secure storage

SYSTEM DEVELOPMENT MEET SECURITY REQUIREMENTS
A securedSDLC is used at the architecture level,inthe development
process,and at the testing stages

TESTED FOR THREATS
The platformhas beentested

by severalindependent teams 20
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Bases
builder
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API's
builder

ALGABAS

Fast creation gg

of data

structures Business
Ease and

Rexibility Processes
of changes builder
making

Automatic API I I I I
development UL
Register- Register,

Platform- Platform, Reports
The registryto builder
anothersystem

Standard BPMN
form

Easy to make
changes

Fast creation
and report
adaptation

No programming
required

= Swiftand
intuitive forms
creation

Forms L] |-Neo lpj)irrc:;gzjramming
Constructor d

AN
Eﬁ = Swift

and intuitive
forms creation
Extracts (pdf) = Easytomake

Constructor changes

21



ALGABAS

~——

Fast

imple

oy
@ Secure
G




Containerization

Backup & Restore

MINIO & VEEro

Event streaming Database evolution

§gApache Kafka > Liquibase

Metrics

15 Grafana ®prometheus EPThanos

Logging

ms elasticsearch ‘ kibana ’huentd
LA

Documentation Reports

‘ Antora re dash

Al

ALGABAS

Technologies

The best
and most popular
technologies
are used

Business processes

sscamunda

Storages @ @

e redis ceph PostgreSQL

User management Secrets management
Bi<evcLoak v Vault
GIS API

~
!{‘f GeoServer f_\ Kong

Forms Ul Gateway

<form.io> A,\ Istio

Frameworks Ul

v VUE.jS @ React ©dj Material-Ul

CIN\CD
. ; N,
@ Jenkins P Gerrit (u nexus
by sonatype
Scripts

%’ JavaScript ’3



ALGABAS

Localstate
digital service
provider

10

IT-companies

International organizations B .

%
,USAID B
¥ FROM THE AMERICAN PEOPLE

g i Z |_GovStaclj

Business Business processes Platform Adaptation

analysis modernization deployment and scaling
24
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Filling out an
application

Processing
by an officer

Generation
of report
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ALGABAS

Data access and changes control

All changes
aresigned

o

HO0SCO00 A

All datais isolated
from
administrator

26



MINIMUM

ALGABAS

STANDART

BIG

Useful for services
from state structures
tobusiness

Usefulforservices
fFor publicservices
tobusiness/citizens

Useful for services
for public services
from statetocitizens

2 entities,
3+3 business processes,
20 custom forms,

4 roles,
2 APl integrations

4 entities,

3+6 business processes,

20+10 custom forms,
4 roles,
2+2 APl integrations

10 entities,
> 20 business processes,
> 50user forms,
>10roles,
> 10 APl integrations

~$ 20000

costs for development

LOW LOAD

service /register

=~ $ 54000

costs for development

MIDDLE LOAD

service /register

INDIVIDUAL

costs for development

HIGH LOAD
service /register

®. Upto 100 users,
j up to10 services,
up to10 reports,

only duringworking hours

Over 100 users,

over 10services,

over 10reports,
24/7

Over 1000 users,

over 100 services,

over 100 reports,
24/7

=~ $ 1000 tosupport

=~ $2 280 tosupport

INDIVIDUAL

27



ALGABAS

Standardized userinterfaces
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About 120 business
processes related
to dataprocessing

- ————

ALGABAS

The main
register of
warehouse documents

For grain and grain
acceptedfor storage
and the register
of grain
warehouse

Complex
role model /

236 data
processing forms

45 regulated
reports

About
3000 user
companies

Complex
\ API

Print Forms for printing
on letterhead

29



ALGABAS

Information about our solutions
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Complete
paper-less

Cenekulivl Ancareswa y TEspw T

W hot arsesars e

OocTynHi nocnyru

e nocyr, s AOCTyNHI B3 ARS Jaum

Mocnyru 3 iMnNopTy nopip,

ALGABAS

Register
of breeding
achievements

and list
of animal
breeds

e T L p—

PeecTpauis IMnopTeBanal nopaw

Tepernan NORaKKX 3ARBOK HA IMNOPT NORORK TRAPUH

JocTynHi nocnyru

Wi, st ROCTYI4 8am Ans 3awoanor R p——

Mocnyru 3 anpo6auii cenekuinHnX QOCArHeHb

Providing a single list
of breeds for other systems
using the API

Peectpauln

opwrikaTopia Rocar

Monaske 3anaxw Ha anposauil

Mepernsa NoRaNHX SARBOK Ha anpPoGaLG

DOPMYBANMA BUTAIY, NEPETNAR RORATKOBOT INOPMALIT A0 aKTY,

Pepernan HaKasy NPO PEECTPALi0 ROCATHENNA

31



ALGABAS

Contactus

+38 (067) 21477 99

@ Maksym Koliada
Director
> ceo@algabas.pro

./—..
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